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Abstract. This paper introduces and
elaborates on Super-Critical Operational
Modes (SCOMs) within automotive systems.
In the landscape of increasingly software-
centric automotive functionalities, SCOMs are
pivotal for maneuvering through severe
operational disruptions while ensuring vehicle
safety and longevity. Distinctly diverging from
the traditional focus on normal operational
modes and isolated component failures, this
research accentuates the imperative need for a
systematic understanding and mitigation of
SCOMs. A nuanced classification system is
proposed for SCOMs: Type 1 (Mild), Type 11
(Moderate), and Type III (Severe) intensities,
each distinguished by their respective intensity
levels, impacts, and recovery complexities.
Particularly for Type III SCOMs, an innovative
approach rooted in automatic diagnostics,
analysis, and internal system restructuring is
advocated, thereby obviating the need for
external intervention. This  framework
provides invaluable insights for practitioners,
enabling the identification, analysis, and
autonomous response to SCOMs, thereby
fostering the development of resilient, self-
sustaining, and safe automotive systems.
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INTRODUCTION

Over the past fifteen years, the automotive
industry has undergone a  platform
transformation, transitioning from hardware-
oriented to  software-oriented. = Most
functionalities of each industrial product are
now software-oriented, with hardware serving
to meet the software's vehicle management
needs.

Development processes for both hardware
and software in vehicles are well standardized
through a suite of frameworks, standards, and
best practices. This suite facilitates easy
integration of processes and ensures
transparency and traceability from both
technological and holistic viewpoints.

A crucial early stage in developing vehicle
hardware and software is describing system
requirements and specifications that will
underpin architectural design, component
development, testing, integration,
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documentation, and traceability of the program.

These factors facilitate the transfer of artifacts
from one department to another, maximizing
development efficiency through transparent
and accessible processes and information.

According to the A-SPICE3.1 framework,
the development of system requirements and
specifications outlines the product's expected
behavior at the highest level of abstraction.
Here, the tasks for the system to function are
defined, and the actions of hardware and
software components are described as the
product transitions from one mode of operation
to another.

The modern approach to formulating
system requirements and specifications
focuses exclusively on normal operating mode.
This approach also includes self-diagnostic
tools that can identify a list of possible faults in
the system that can be easily detected through
direct measurement of values.

Thus, the current methods for describing
requirements, which focus on normal
operation and diagnosing faults in individual
components, are also based on requirements.
This is done by comparing obtained values
with expected ones during pre-defined test
cases.

Diagnostic data can be effectively used to
transition the vehicle into a safe operating
mode, allowing it to be safely transported to a
service center for further functionality
restoration or component replacement. The
policy of ensuring user safety is deemed more
important than preserving the vehicle’s
functional integrity and its ability to continue
operating without external intervention.

During vehicle operation, preserving its
ability to continue functioning effectively for a
certain additional time after a critical failure or
breakdown is crucial. According to the author,
this plays an important role in ensuring
functional safety.

While working on a new automotive
platform, the authors proposed and developed
a new category of requirements describing
system actions to restore functionality and
integrity after a critical failure or breakdown.
These requirements are based on the system's
residual resilience. They share some features
with the functional safety requirements of
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ISO/IEC 26262 but apply a different approach
to classification and actions related to their
execution.

The goal of this publication is to describe
the classification of system requirements for
the supercritical operating mode of an
automotive platform.

SUPER-CRITICAL OPERATIONAL
MODES IN AUTOMOTIVE FIELD

Introduction to
Operational Modes.

In the realm of automotive systems, the
term 'critical mode' refers to scenarios where a
system is operating at the limits of its designed
capabilities, or is at risk of failing to meet
established safety or reliability criteria[l].
Critical modes are pivotal, but there are
instances where systems encounter situations
more severe than these standard critical
conditions, known as 'super-critical modes'. In
a super-critical mode, an automotive system
faces the risk of losing its structural integrity,
which can result in the irreversible loss of its
main functionalities.

These super-critical operational modes
(SCOMs) are noteworthy not merely due to the
impending risks they pose to the system itself
but also due to the unforeseen risks that may
arise in such states. This notion aligns with
John von Neumann's innovative concept of
developing dependable systems using
components that are inherently unreliable. Von
Neumann’s theory suggests that certain
unreliability factors can be counteracted
through incorporating structural and functional
redundancies.

Automotive systems, particularly those
with robotic functionalities operating under
highly = complicated and  unpredictable
conditions, are susceptible to transitioning into
super-critical modes. Therefore, understanding,
analyzing, and devising strategies to either
prevent these modes or recover from them is
crucial. The study of SCOMs and strategies for
mitigation is imperative for the safety and
reliability of automotive systems, drawing
attention from various scholars and experts in
the field. = Notable contributions to
understanding and addressing super-critical

Super-Critical
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modes have been made by experts like Lerman,

Kristina[4], Na, Jing[5], Goodwin, Walter[6],

Tkach, Mykhailo[7], and Lisovychenko,

Oleh[8]. Moreover, John von Neumann's

foundational ideas on creating reliable systems

continue to be a guiding light in this area of
study[9].
Characteristics of

Operational Modes.

Unique Features of SCOMs
Understanding the difference between
critical and super-critical states in a system is
essential, and this distinction can be illustrated
through a mathematical and graphical
approach. Let’s denote the state of a system at

time t as S(t).

— Stable Systems: In stable conditions, S(t)
maintains  within a  predetermined
acceptable range of values, symbolically
represented as S(t) € [a, b].

— Critical States: In a critical state, S(t) might
temporarily exit the acceptable range but
eventually returns within the bounds,
mathematically represented by:

Super-Critical

3t, such that S(ty)—€
[a, b], yet tlim (S(t)) € [a, b]

— Super-Critical States: In a super-critical
state, S(t) permanently goes beyond the
acceptable range without reverting,
expressed as:

3t, such that S(ty)—€
[a, b], vet tlim (S(6))—€ [a, b]

This mathematical framing can be applied
to robotic automotive systems, where the state
S(t) encompasses various elements including
structural integrity, parametric integrity,
external pressures, and the system's restorative
force, each with its respective mathematical
representation and constraints.

Challenges Posed by SCOMs

Super-Critical Operational Modes pose a set
of unique challenges, particularly in
automotive systems:

— Structural Integrity: The critical challenge is
maintaining the system’s structural integrity,
represented by S(t), during super-critical
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states. When structural integrity is entirely
lost ( S(t) =0), the system isnon-
functional.

— Parametric Integrity: Ensuring parametric
integrity, denoted as C(t), is equally crucial.
Parametric integrity is sensitive to external
pressures and needs constant monitoring
and control to prevent the system from
entering a super-critical state.

— External Pressures: The system is often
exposed to varying external pressures,
P(t) , which can unpredictably affect both
structural and parametric integrity, pushing
the system towards a super-critical state.

— Restorative Forces: Applying appropriate
restorative forces, R(t), is a significant
challenge, as it requires precise calculation
and application to prevent the system from
going super-critical.

— Functional State: The overall functional
state of the system, F(t), is the product of
its structural and parametric integrity.
Monitoring and maintaining a balanced
functional state is pivotal to prevent
entering super-critical states.

Necessity of SCOMs in Automotive
Systems. Relationship Between SCOMs and
System Requirements.

As is well-known, the ISO 26262 standard
comprehensively addresses the issues of
functional safety in the automotive sector. At
the core of the standard is the ASIL
(Automotive Safety Integrity Level) classifier
of functional hazard, which is defined within
the range of ASIL A, B, C, and D, as well as
systems that are not safety-related and are
characterized as quality management (QM).
Primarily, the determination of the ASIL level
is based on the risk of human injury in the
event of system failure under evaluation. In
contrast, SCOMs do not consider this risk as a
unit of measurement. Instead, they take into
account the functional integrity of the vehicle
and its ability to continue operating.

From the perspective of requirements,
SCOMs (Super-Critical Operational Modes)
requirements are on the system level. They
must be decomposed into software and
hardware requirements for further
development and testing. Additionally, they
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contribute to the collective documentation
regarding the system behavior in super-critical
modes. This documentation forms a section of
the product’s architectural description.

Requirements for SCOMs are characterized
by the automation of decision-making
regarding system management, system
reconfiguration, and access to diagnostic
interfaces. From a hardware standpoint,
SCOMs have requirements for additional
equipment, such as backup systems,
communication devices, and the like. These
specifications ensure that the vehicle can
efficiently and effectively respond to and
operate in super-critical situations, minimizing
risks and maximizing the potential for system
recovery and continuity of operation.

PROPOSED CLASSIFICATION OF SUPER-
CRITICAL OPERATIONAL MODES

Classification Criteria.

Super-Critical Operational Modes can be
classified using several criteria, reflecting their
intensity, impact, and the complexity of the
recovery process. The proposed classification
includes:

— Intensity Level: This criterion measures
how far the system deviates from its
standard operational parameters. Intensity
is categorized into mild, moderate, and
severe, based on the extent of deviation and
the potential risk involved[10].

— Impact Scale: It quantifies the degree of
damage or disruption the SCOM can cause
to the system and its environment. The
impact scale can be minimal, substantial, or
critical[11].

— Recovery Complexity: This categorizes
SCOMs based on the difficulty and
resources required to bring the system back
to normal operation, ranging from low to
high complexity.

SCOM Classification Types.

Based on the criteria above, SCOMs can be
divided into three primary types:
1. Type I — Mild Intensity:

— Intensity Level: Mild

— Impact Scale: Minimal

— Recovery Complexity: Low
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— Description: Type I SCOMs are minor
operational  anomalies, recoverable
through automated internal solutions
without external intervention.

2. Type I — Moderate Intensity:

— Intensity Level: Moderate

— Impact Scale: Substantial

— Recovery Complexity: Medium

— Description: Type II SCOMs involve
significant system deviations leading to
partial failures. Recovery necessitates
advanced, fully automated internal
procedures, activating  specialized
response mechanisms for a seamless
transition back to normal operation
without external guidance or
intervention.

3. Type III — Severe Intensity:

— Intensity Level: Severe

— Impact Scale: Critical

— Recovery Complexity: High

— Description: Type III SCOMs entail
drastic deviations with the approach
emphasizing automatic diagnostics,
analysis, and  internal system
restructurization. The system
autonomously engages in self-diagnosis,
internal  analysis, and initiates
restructuring  processes to  restore
functionality, minimizing reliance on
external intervention.

Application in Automotive Systems.

In automotive systems, these classifications
can be mapped to real-world operational
challenges. For instance:

— Type I SCOMs: Issues like software
glitches or sensor malfunctions are
rectifiable through system reboots or
automated self-correction mechanisms.

— Type I SCOMs: Challenges such as partial
system failures or major software bugs are
addressed through advanced automated
internal recovery procedures, eliminating
the need for external involvement.

— Type I SCOMs: Catastrophic failures
initiate a sequence of self-diagnosis,
comprehensive internal analysis, and

automatic  restructuring to  recover
functionality ~ autonomously  without
external interventions.
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SCOM Classification Calculation.

The Criteria Definition and Criteria
Quantification for SCOM are defined in Table
1 and Table 2, respectively.

Table 1. Criteria Definition

't 1 . . . .
Criteria Criteria Description
Name
. Degree of deviation from
Intensity normal operational
Level (IL) P
parameters

Impact Scale Degree of potential damage

or disruption caused to the

(IS) system or its environment
Recovery Resources and effort needed
Complexity for system recover
(RC) Yy y
Table 2. Criteria Quantification
Criteria Min.Val | Med.Val | Max.Val
ue ue ue
Intensity | Mild: 1- | Moderate | Severe:
Level (IL) |3 :4-6 7-10
Impact Minima | Substanti | Critical:
Scale (IS) | 1: 1-3 al: 4-6 7-10
Recovery Low: 1- | Medium: | High: 7-
Complexit 3 4.6 N/A
y RC)
Occurrenc | Events | Events Events
e that are | that are | that
Probabilit | highly | not happen
y unlikely | common | more
to but have | frequentl
happen | been y and are
or known to | somewh
happen | happen at
very occasion | expected
infrequ | ally. to occur
ently. Example: | during
Exampl | Once in | the
e: Once | every system's
in every | 10,000,0 | lifecycle.
100,000 | 00 runs. | Example
,000 : Once in
runs. every
1,000,00
0 runs.

SCOM Classification Formula: SCI =
wq - IL + wy - IS + w3 - RC, where wy, w,, ws
are the weights assigned to each criterion
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reflecting their importance. Ensure that wy +
w, +wz = 1.
Classification Thresholds:
Define threshold values for each type:
— Type: SCI £ T1
— Typell: T1 < SCI < T2
— TypeIll: SCI > T2

CONCLUSION

Through this significant research, we have
unveiled and elaborated on the concept of
Super-Critical ~ Operational Modes in
automotive systems. This is crucial as the
industry continues to move towards software-
centric functionalities.

We've introduced SCOMs as vital for
navigating severe operational anomalies while
ensuring vehicle safety and longevity. A
nuanced classification system for SCOMs has
been proposed, dividing them into Type I
(Mild), Type II (Moderate), and Type III
(Severe) intensities. Each type of SCOM is
defined by its intensity level, impact scale, and
recovery complexity.

For Type III SCOMs, we advocate for an
innovative approach focused on automatic
diagnostics, analysis, and internal system
restructuring. This method reduces the need for
external  intervention,  promoting  the
development of resilient, autonomous, and safe
automotive systems. We have also developed a
mathematical framework for the quantitative
classification of SCOMs. This framework
integrates criteria like intensity level, impact
scale, and recovery complexity, each with
defined value ranges, and considers the
probability of occurrence to provide a
comprehensive perspective on each SCOM’s
risk and severity.

This research significantly enhances
practitioners’ understanding and offers
systematic mitigation strategies for operational
anomalies 1n automotive systems. The
adoption of the proposed classification and
approach enables engineers and developers to
proactively identify, analyze, and respond to
SCOMs. This proactive approach leads to the
creation of robust and self-reliant automotive
systems and aids in the decision-making
process during both the development and
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operational phases, ensuring efficient resource
allocation and effective response strategies.

Future research should focus on developing
and validating recovery strategies for each
SCOM type, integrating these insights into
standard procedures within the industry.
Further refinement and expansion of the
SCOM classification model are necessary to
accommodate technological advancements
and emerging operational challenges in
automotive systems. Empirical studies should
also be conducted to validate and refine the
proposed SCOM classification model and the
associated recovery strategies, ensuring their
efficacy and reliability in real-world
automotive operational contexts.

We would like to express our gratitude to all
contributors and experts whose foundational
work and insightful comments have
significantly enriched this research. Special
thanks are also extended to our peers for their
invaluable feedback and constructive critiques
during the development of this paper.

This paper profoundly contributes to
literature and practice in the field of
automotive system development by exploring
and establishing the definitions and
classifications of SCOMs. The insights and
framework provided guide current
practitioners and lay a solid foundation for
future research and development initiatives
aimed at enhancing the safety, resilience, and
efficiency of automotive systems in facing
super-critical operational scenarios.
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BceraHoB/1eHi BUBHAYEHHS] HAAKPUTHYHHUX
pe:kuMiB Po0OTH SIK BUMOT 10 ABTOMOOILHOT
CHCTEMH

JImumpo I'ymennuti, Onexcanop I ymennuil

Anortanis. [lg pobora neranpHO BHBYAE
Cynep-Kpurnuni Onepaniiini Pexxumu (CKOP) y
ABTOMOOITBHUX CHCTEMAX, SIKI CTalI KITFOYOBHMH
y CyJacHil aBTOMOO1IBbHIN iHaycTpii,
opieHTOBaHill Ha mporpamue 3abe3nedeHHs. Bona
nociikye konneniito CKOP, ix knacudikariiro ta
HEOOXiMHICTh iHTerpamii B CHCTEMHI BHUMOTH.
[IpoTarom ocraHHIX M'SITHAAUATH POKIB IHIYCTPis
nepexuiaa 3MiHy Opi€HTalil 3 amapaTHOro
3a0e3reyeHHss Ha TporpamMHe. PaHHI ertamm
pPO3pOOKM  BKJIIOYAIOTH  JETajJbHUHA  OMHC
CHUCTEMHHMX BHUMOI, W0 € BaXKJIUBUM JUIS
BU3HAYEHHS apXiTEKTypHOrO Iu3aiiHy, po3poOKH
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KOMIIOHECHTIB, TECTYBaHHS Ta MPOIIeCiB
noxymenTarii. CKOP B aBToM00imsHUX cHCTEMax
03HAYaIOTh EKCTPEMaIbHI YMOBH EKCILTyaTallii, 110
MEPEeBUILYIOTh CTaHJAPTHI KPUTHUYHI CUEHApii, Ta
MalOTh BENHMKE 3HA4eHHA Ui Oe3lmeku Ta
HagifiHocti. CKOP Bifpi3HstOTHCS Bif cTaOLIBHUX
Ta  KPUTHYHUX  CTaHiB 32  JOIOMOTOIO
MaTeMaTHYHUX Ta TpadivyHUX MPEACTABICHb, BOHH
BIUIMBAIOTh HA CTPYKTypHY Ta HapaMeTpHIHy
nimicaicte cuctemu. CKOP  Binpi3HSAIOTBCS Bij
BUMOT 10 (YHKIIOHANBHOI O€3MeKH, BOHH
30CepeKYIOThCS Ha (PYHKIIOHATBHIN IIUTICHOCTI
Ta ONepaTUBHIM Oe3MepepBHOCTI TPAHCIIOPTHOTO
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3aco0y. Kiacuodikamis CKOP 0a3yerbcs Ha
IHTEHCHUBHOCTI, BILJIMBI Ta CKJIaHOCTI
BiHOBIICHHs. BoHa  BiAmoOBimae  peambHUM
OmepallifiHuM BUKJIMKAaM, IO BapilOIOTHCA BiX
HEBEIMKNX 300iB MpOTrpaMHOTO 3a0e3neueHHs 10
KaTacTpoiuHuX cucTeMHUX 300iB. BucHOBOK:
BuBueHHS CKOP y aBTOMOOITBHHX cHUCTeMax €
BOXJIMBMM Ui TPOCYBaHHA  O€3meKd  Ta
(hyHKITIOHATBPHOCTI TPAHCIOPTHUX 3aCO0iB.

KurouoBi cioBa: AsromoGineHa I[Tnardopma,
Cymnep-Kpurnuni Orepartitiai Pexnmvn,
AnantuBHicth, Imkenepis Bumor, CucremHi
Crnenmdikarii
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