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Abstract. This article explores the
contemporary realm of the Internet of Things
(IoT) and its influence on society and the
economy. The primary emphasis lies in
examining the principal patterns within the
realm of IoT, encompassing the escalation of
connected device quantities and the utilisation
of 5G networks. The article encompasses
various facets, including an overview of the
evolution and  possibilities of  IoT,
encompassing the advancement of intelligent
urban areas and the influence of 5G networks.
The analysis of threats and vulnerabilities
related to this technology focuses on detecting
common flaws, including weak passwords,
unsecured network services, and inadequate
privacy measures.

Furthermore, the essay presents concrete
hazards in diverse sectors that employ IoT
technology. Particular emphasis is given to
potential cybersecurity vulnerabilities in
healthcare, manufacturing, agriculture, retail,
transport and logistics, energy, and smart cities.
These businesses have distinct challenges and
hazards due to incorporating IoT technologies.

The authors also analyse the substantial
financial commitment to IoT and its profound
influence on the worldwide economy, including
data on the expansion of the IoT market and
investments in loT technologies and smart
cities. The findings emphasise that the Internet
of Things (IoT) substantially influences society
and the economy. However, it necessitates
meticulous consideration of cybersecurity and
privacy concerns. The authors underscore the
significance of creating efficacious cyber
security policies to safeguard against the
possible hazards presented by IoT technology.
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INTRODUCTION

The Internet of Things (IoT) has been
developing at lightning speed in recent years.
IoT is a system of interconnected devices
connected to the Internet that collect, process
and transmit data. The Internet of Things is the
most expansive realm within technological
advancements, yet the substantial potential of
IoT is accompanied by considerable challenges
in cybersecurity. This assertion presupposes
that 'technological development' encompasses
various sectors. However, it's essential to note
that the term 'technological development' is
commonly used to describe the overall progress
in various technological domains.

The escalating number of interconnected IoT
devices introduces fresh concerns regarding the
privacy and security of transmitted and received
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data, as well as the integrity of the IoT device
itself. This arises from the fact that many IoT
devices possess restricted resources and
functionalities, = rendering  them  more
susceptible to cyber attacks. Unlike a simple
tool like a hammer, IoT devices often process
sensitive information and use default settings,
creating an environment where cybercriminals
can exploit vulnerabilities and launch attacks to
gain access to sensitive data or take control of
devices.

Ensuring cybersecurity in the
implementation of the Internet of Things (IoT)
requires consideration of scientific models and
methods that can help avoid potential cyber
attacks that could harm IoT devices, users, and
individual organizations.

This article aims to provide a deep
understanding of the state of affairs in the field
of [oT and cyber security, which is an important
foundation for further research and
development of security strategies in the rapidly
growing digital age. The article aims to provide
a systematic analysis of the current state of [oT
implementation in the modern world and
emphasize its crucial influence on cybersecurity.
This goal closely aligns with the previously
stated objectives.

TRENDS IN THE IOT WORLD

Entering the era of digital transformation,
the Internet of Things (IoT) is actively changing
our perception of the world and the way we
interact with it. This technology turns ordinary
devices into smart ones, allowing them to
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collect and share data in real time.

Forecasts indicate that the number of devices
connected to the Internet of Things will grow
rapidly in the coming years. More and more
industries and business areas will adopt IoT to
improve efficiency and competitiveness [5].

Smart cities are becoming centers of IoT
technologies. Urban infrastructure, security
systems, transport management and many other
aspects are becoming "smart", thanks to which
cities become more comfortable and efficient
for the lives of residents.

The emergence of 5G networks gives a new
impetus to the development of IoT. High speed
and low latency allows you to connect more

devices and implement more complex
applications [9].
Governments and international

organizations are actively working to develop
IoT regulations and standards to ensure security
and interoperability [4].

The fast development and adoption of IoT
technologies over the past few years have
transformed IoT security from a rather new
market segment into a critical enabler of digital
transformation. In 2022, the IoT security
market was valued at over five billion U.S.
dollars and was forecast to be four times higher
by the end of 2027. The rising number of IoT
devices has led to a dramatic expansion in the
number and variety of cyber-attacks since a
company’s entire security network can be
significantly weakened by the lack of measures
or wrongly implemented policies [10].
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Fig. 1. Number of devices (in millions) connected to the Internet of Things (IoT) worldwide in 2030 by industry

The consumer sector is expected to dominate
the number of Internet of Things (IoT)
connected devices in 2030, with 17 billion
connected devices worldwide (fig. 1). This
number of connected devices within the
consumer sector is forecast to more than triple
compared to 2019. This impressive growth
shows how the Internet of Things (IoT) is
becoming a necessary part of everyday life and
business environments, providing many
opportunities for convenience, efficiency and
innovation [5].

IOT THREATS AND VULNERABILITIES

The Internet of Things (IoT) has always been
an area with a strong focus on innovation and
convenience. However, as the number of
connected devices grows, so do cybersecurity

threats. When assessing the state of IoT
adoption, the potential risks posed by this
technology cannot be ignored.

We will now take a detailed look at the 10
most common loT vulnerabilities in light of the
growing number of cyberattacks. Table 1 shows
exactly at which levels threats to these
vulnerabilities exist [3].

As IoT gains widespread popularity, both
manufacturers and users can reap the maximum
benefits only if the devices are fortified with
strict security measures. These devices require
manufacturers to have advanced programming
knowledge compared to traditional software.
Unfortunately, security is not a top priority
when building IoT devices, as most
manufacturers race to reach consumers before
the competition.

Table 1. The most common vulnerabilities in the Internet of things at all levels of architecture

Security issues

Weak, guessable, or
hard-coded passwords
Unsecured network
services
Unsecured
interfaces
Lack of secure update
mechanisms

Use of unsafe or outdated
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Security issues

Application or|Business

Data Network level | Sensory level
processing / level of

components

Insufficient privacy "

protection

Unsafe data transmission N

and storage

Lack of device

management

Dangerous default "

settings

Lack of  physical N

protection

1. Weak, guessable, or hard-coded
passwords: [oT devices with weak default
passwords are vulnerable to cyber-attacks.
Manufacturers  should ensure that
passwords are properly configured to avoid
attacks through standard passwords.

2. Unsecured network services:
Vulnerabilities in network services can
provide a pathway for unauthorized access.
Attackers can compromise the system due
to weak network services.

3. Insufficient authentication of interfaces:
Lack of proper authentication on the
interfaces of IoT devices creates
opportunities for unauthorized access.

4. Lack of secure updating: Failure to
securely wupdate devices leaves them
vulnerable to known threats.

5. Using unsafe or outdated components:
Using outdated or unsafe components can
lead to vulnerabilities at various system
levels.

6. Inadequate privacy protection: Lack of
adequate information encryption can lead to
leakage of sensitive data.

7. Insecure data transmission and storage:
Inadequate data encryption can put data at
risk of leakage.
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8. Lack of device management: Failure to
effectively protect all connected devices
can expose the system to threats.

9. Imsecure default settings: Having standard
default settings can lead to vulnerabilities.

10. Lack of physical protection: Lack of
physical access protection can allow attacks
through direct access to devices.

This condensed text provides an overview of

IoT threats and vulnerabilities, highlighting the

main points.

IOT CYBERSECURITY IN VARIOUS
INDUSTRIES

The Internet of Things (IoT) provides many
opportunities to improve and optimize various
industries, including industry, medicine,
transportation, agriculture, and many others.
However, as IoT applications grow, so do the
number of potential cybersecurity threats.

In the following table, we look at potential
cybersecurity risks in specific industries where
IoT 1s used. This information is essential to
understanding what challenges different
industries may face and how they can be
addressed to ensure safety and security [2].
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Table 2. Potential cybersecurity risks in some industries where IoT is used

Examples of IoT usage Potential cybersecurity risks

SN Patient  condition monitoring and remote
consultations.

Tracking of medical equipment and drugs.

Jgliitelo Bl Automation of production processes and
monitoring of equipment condition.
Supply chain optimization and equipment
management.

Vgl Monitoring of soil moisture and other
parameters.
Automation of watering and dosing of
resources.

Retail Inventory tracking systems and optimization
of inventory management.
Personalized offers for customers based on
purchase data.

gEEniNfoyakitsl Monitoring of fleets and vehicles.
Optimization of logistics operations and cargo
tracking.

Energy
communal
services

Entl Monitoring of energy consumption and
optimization of its production and
distribution.

Management of communal services and
resources (light, water, gas).

NIl Management of energy consumption in smart
and cities homes.

Monitoring of public safety and transport
systems in smart cities.

An analysis of the potential risks to cyber
security in various industries where the Internet
of Things (IoT) is used shows the importance of
a careful and comprehensive approach to
ensuring security in these sectors. The growing
number of connected devices and the increase
in volumes of digital information create new
opportunities for attacks and threats to the
privacy, integrity and availability of data.

Every industry has its own unique risks, and
with that in mind, effective cybersecurity
strategies must be developed and implemented.
It is important to strengthen measures to
monitor, detect and respond to possible threats,
as well as to provide training and increase the
awareness of personnel in the field of cyber
security.
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Leakage or unauthorized access to
medical data.

Attacks on medical devices and
software.

Vulnerabilities in
equipment.

Threats to the integrity of data and
production processes.

Vulnerabilities  of
systems and controllers.
Unauthorized access to agricultural
data.

Threats to the security of customer
data and payment information.
Possibility of attacks on points of
sale and online platforms.

Attacks on automotive systems that
can lead to road hazards.
Unauthorized access to traffic data
and logistics operations.

Threats to energy systems and
networks.

Risk of illegal access to utility
systems.

network

monitoring

Threats to the privacy of residents
and data of city systems.

Risk of data misuse and illegal
access to networks of smart homes
and cities.

Ensuring cyber security in IoT industries is a
critical task as these technologies become an
increasingly integral part of our daily lives and
society as a whole. The need to improve
cybersecurity measures is constantly increasing,
and only with the joint efforts of industry
experts, manufacturers and regulators will we
be able to ensure reliable protection of these
important systems in the future.

THE ECONOMIC IMPACT OF IOT

Today, more and more organizations are
investing in the Internet of Things (IoT), and as
of May 2020, the number of such organizations
was 2,552,000 in Europe. The volume of
financing of these initiatives exceeded five
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billion US dollars. In addition, in 2019,
spending on the development of smart city
technologies worldwide reached 104 billion US
dollars [7].

The total global Internet of Things (IoT)
market was estimated to be approximately
US$182 billion in 2020 and is projected to grow
to more than US$621 billion by 2030, tripling
its revenue in ten years (fig.2). The number of
IoT-connected devices worldwide is projected
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to triple during this time frame [8].

China is currently the region with the largest
market share of the Internet of Things, with
North America and Europe occupying the
second and third positions in 2020. However,
the market in the Greater China region is
forecast to weaken slightly over the next ten
years, with both North America and Europe
closing the revenue gap [8].
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Fig. 2. Total annual revenue of the Internet of Things (IoT) worldwide from 2020 to 2030 (in billions of US

dollars)

This economic growth in the field of IoT
shows the significant impact of this technology
on the global economy. Organizations that
invest in the development and implementation
of IoT solutions gain new opportunities to
optimize processes, increase productivity and
improve customer service.

The development of the Internet of Things
also has the potential to solve many of today's
global challenges, including the
implementation of sustainable energy solutions,
improving the quality of life in cities, increasing
resource efficiency and reducing environmental
impact.

All these indicators indicate that the Internet
of Things is already transforming our world and
will have an even greater impact in the future,
creating new opportunities and challenges for
business, technology and society as a whole.
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CONCLUSIONS

Overall, the Internet of Things has a
powerful impact on our society and economy,
but requires proper attention to cybersecurity
and privacy issues. The Internet of Things (IoT)
is becoming a key component of our digital
lives and modern businesses. It enables devices
to connect and collect data in real-time, driving
efficiency, convenience and innovation. Trends
in the IoT world indicate a rapid growth in the
number of connected devices and the expansion
of their applications in various fields, including
agriculture, manufacturing, transportation, and
healthcare. The emergence of 5G networks and
the growth of data volumes contribute to the
development of IoT. IoT threats and
vulnerabilities pose a serious cybersecurity
challenge. Weak passwords, insecure network
services, insufficient privacy protections, and
other issues can lead to data leaks and incidents.
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In industries using IoT, there are potential
cybersecurity risks, such as medical data leaks
in healthcare, threats to data integrity in
manufacturing, and the possibility of point-of-
sale attacks in retail. The economic impact of
IoT is extremely significant, with large
investments and expected market growth in the
near future. Adopting IoT can lead to improved
productivity and increased profits.

REFERENCES

1. J. M., «Internet of Things: What It Is, How It
Works, Examples and More», JUST Creative,
27 February 2023. Available:
https://justcreative.com/internet-of-things-

explained/.
2. «What Is IoT (Internet of Things)? », ©2023
Cisco Systems, Inc. Available:

https://www.cisco.com/c/en/us/solutions/intern
et-of-things/what-is-

1ot.html?dtid=o0sscdc000283#~iot-in-industries.

3. «Guide To OWASP IoT Top 10 For Proactive
Security», AppSealing. Available:

https://www.appsealing.com/owasp-iot-top-10/.

4. «Internet of Things, loT», IT-Enterprise — your
one-stop ecosystem for reengineering | it.ua.
Available: https://www.it.ua/knowledge-
base/technology-innovation/internet-vesche;j-
internet-of-things-iot.

5. L. S. Vailshery, «Number of Internet of Things
(IoT) connected devices worldwide from 2019
to 2030, by vertical», 27 July 2023. Available:
https://www.statista.com/statistics/1194682/iot
-connected-devices-vertically/.

6. L. S. Vailshery, «Internet of Things (IoT) and
non-IoT active device connections worldwide
from 2010 to 2025 (in billions) », 6 September
2022. Available:
https://www.statista.com/statistics/1101442/iot
-number-of-connected-devices-worldwide/.

7. L. S. Vailshery, «Prognosis of worldwide
spending on the Internet of Things (IoT) from
2018 to 2023 (in billion U.S. dollars) », 26 July
2023. Available:
https://www.statista.com/statistics/668996/wor

ldwide-expenditures-for-the-internet-of-things/.

8. L. S. Vailshery, «Internet of Things (IoT) total
annual revenue worldwide from 2020 to 2030
(in billion U.S. dollars) », 27 July 2023.
Available:
https://www.statista.com/statistics/1194709/iot
-revenue-worldwide/.

9. Taylor P., «Forecast of cellular IoT connections
share worldwide in 2025, by vertical industry»;

UNDERWATER TECHNOLOGIES:
Industrial and Civil Engineering, Iss.13 (2023), 21-27

Information technologies

December 2019. Available:
https://www.statista.com/statistics/443164/cell
ular-m2m-and-iot-market-revenue-forecast-in-
the-us/.

10. Alsop T., «Topic: Tech trends 2023», 21
February 2023. Available:
https://www.statista.com/topics/9025/tech-
trends/#topicOverview.

InTepner peueii (IoT) y cBiToBiif mpakTHIi:
OIS TA AHAJII3

Mupocnasa Biacenko, FOpiit Xnanonin

AHotaunisa. Lg crarts mocmimkye cydacHy
chepy Inreprery peueit (IoT) Ta #oro BIIMB Ha
CYCHUIBCTBO Ta eKOHOMiKy. OCHOBHHWI aKIEHT
poOuTHCS Ha BUBYEHHI OCHOBHUX Mojienel y cdepi
JoT, 1mo OXOIUIIOE  €ecKajamil0  KUIBKOCTI
MiAKIIOYEHNX TPHUCTPOIB 1 BUKOPUCTAHHS MEpPEexK
5G. CrarTs OXOIUIIOE Pi3HI ACMEKTH, BKIFOYAIOUU
OTJISIZ] €BOITIOLIIT Ta MOXKIIMBOCTEH [HTEpHETY peuei,
OXOIUTIOIOYM PO3BUTOK 1HTEJIEKTYaJIIbHUX MiChKHX
paiioniB i BB Mepexx S5G. Awnamiz 3arpo3 i
Bpa3JMBOCTEH, IMOB’S3aHUX 13 IIEF0 TEXHOJOTIEIO,
30CepeMKYETbCA HA  BHSBJICHHI  IOLIMPEHUX
HEJIOJIKIB, 30KpeMa  HEHAJIMHMX  MapoJIiB,
HE3aXUIICHUX MEPEXEeBUX CIY)KO 1 HealeKBaTHHUX
3axo/1iB KOH(IASHIIHHOCTI.

KpiMm TOro, ece mpeacraBise KOHKPETHi
HeOe3neKku B pi3HUX CEeKTOpax, e
BukopuctoByeTbcs TexHonorist IoT. OcobmnuBa
yBara MNPUAUISETHCS MOTCHIIHHUM BPA3IUBOCTIM
KibepOe3nekn B OXOPOHi 310pOB’sl, BUPOOHHMIITBI,
CITBCBKOMY TOCHOAAPCTBi, pO3MpiOHIiNA TOPTiBIIi,
TPAHCIIOPTI Ta JIOTICTHIII, EHEPTETHII Ta POSYMHHX
Mictax. Lli mianpueMcTBa MalOTh Pi3HI BUKJIUKK Ta
HeOe3neKyn yepe3 BIpoBakeHHs TexHomorii [oT.

ABTOpPH TaKOX aHATI3YIOTh 3HaYHY ()iIHAHCOBY
npuxuibHicTh 70 0T Ta Horo ruOoKuii BILTUB Ha
CBITOBY €KOHOMIKY, BKJIIOYAIOYM JlaHI  TIpO
po3mmpenss puHKyY loT Ta iHBecTHIi] B TeXHOIOTIT
IoT Ta po3ymHi MicTa. BUCHOBKHM MiJKPECIIIOIOTH,
mo Inrepuer peuerr (IoT) cyTreBo BmMBae Ha
CYCHUICTBO Ta €KOHOMiKy. OJHaK L€ BUMarae
pETENbHOrO pO3MIsAY NUTaHb KiOepOesnmekd Ta
KOH(IICHIIIHHOCTI. ABtopu M KPECITIOI0Th
B)XXIUBICTh CTBOPEHHsSI e(EeKTUBHHX IOJITHK
KiOepOe3ekn IS 3aXKUCTY Bl MOXKITUBUX HEOE3IIeK,
cTBopeHux TexHonoriero [oT.

KmrouoBi caoBa: Iatepuer peueit (IoT),
KibepOesnexka, 3arpo3d  Ta  Bpas3JIMBOCTI,
€KOHOMIUHUI BILUIKB
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