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Abstract. Today, technical means of radio
interception, monitoring and direction finding in
mobile radio communication networks are
implemented in the form of software and hardware
complexes, the most important performance
indicators of which are considered to be speed,
detection accuracy and probability of recognition of
mobile radio communication means with their
information content.

At the same time, these issues still remain
problematic and require further development of
methods and techniques for searching and detecting
signals of mobile radio communications in both
frequency and  time environments of
telecommunication channels and their information
processing.

The authors propose a mathematical model for
searching for mobile radio signals in the frequency-
time domain with two degrees of detection. The
description of the mathematical model for
determining the spectral components of signals in
the frequency and time domains is carried out using
the basic provisions of the theory of directed
probability graphs, geometric probabilities with its
well-known problem of meeting in a given time
interval and the theoretical foundations of statistical
information processing.

It is shown that the application of the
mathematical model of single-channel search for
signals of mobile radio communications with two
degrees of detection in the frequency-time domain
in practice will make it possible to determine the
quality of the radio monitoring process and increase
the efficiency of evaluating the spectral components
of radio signals in terms of speed, detection
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accuracy and probability of recognition of mobile
radio communications with further determination of
their information content.

Keywords: radio monitoring,
telecommunication networks, mobile communi-
cation systems, performance indicators, speed,
detection accuracy, recognition probability.

INTRODUCTION

It is known that radio frequency
monitoring (RFM) of telecommunication
systems (TCS) of fixed and mobile
communications in Ukraine is entrusted to the
State Enterprise ‘Ukrainian State Centre of
Radio Frequencies’ (SE ‘UCRF’), which
continues its active development and becomes
one of the largest and most powerful in Europe
under martial law [1, 2]. Today, the technical
means of radio interception, monitoring and
direction finding in the networks of wireless
fixed and mobile radio communication systems
are implemented in the form of software and
hardware complexes (SAC) of various
modifications, which operate under conditions
of partial or complete uncertainty of input
signal parameters in real time against the
background of a huge number and variety of
radio emission sources (RES) with the most
modern data transmission protocols [2].
Currently, the UCRC has more than 140 mobile
and almost 200 stationary radio monitoring
stations (RMNS) and SACs deployed in more
than 100 settlements of the country [3]. The
process of radio monitoring covers more than
200 thousand radio electronic devices (RED) of
various purposes and subordination to both
public and private structures. At the same time,
all stationary RMS operate in automated
modes, and their functional and technical
capabilities fully comply with the requirements
of the International Telecommunication Union
[4,5]. Some models of mobile equipment and
SACs, in particular, specialised RME. It should
be noted that the most important indicators of
the effectiveness of SAR in monitoring IEDs
are speed, detection accuracy and probability of
detecting  mobile and fixed radio
communications TCSs with further
determination of their information content.

In the context of a full-scale invasion and
combat operations for Ukraine's independence,
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the effectiveness of the RFEU's radio
monitoring of TCS means is of particular
importance. This is confirmed by the fact that
under martial law, the State Enterprise ‘UDCR’
is subordinated to the Command of the General
Staff of the Armed Forces of Ukraine, which
ensures coordination of RFM, electronic and
radar intelligence and electronic warfare of the
state's power structures both on the territory of
Ukraine and partially abroad. Therefore, the
issues related to the development of new and
improvement of existing technical means of
RFM, further development of scientific and
methodological apparatus and evaluation of
their effectiveness, software and algorithmic
support and practical implementation remain
extremely relevant [6]. inconvenience lies in
the fact that in the case of transmission of
signals of several tones with the same
amplitudes through a communication channel,
their amplitudes will already be different at
reception. This is mainly due to the uneven
amplitude-frequency response of the RFI
channel [3]. In addition, the equipment for
generating multitone signals has an amplitude
spread, which leads to a significant difference
in the amplitudes of the received spectral
components of the signal. Thus, according to
the International Telecommunication Union's
(ITU-T) Standardisation Sector specification, a
DTMF receiver must operate with a twist (the
difference between the amplitudes of the two
main signal frequencies) of at least 8 dB. At the
same time, it should not exceed 3 dB on the
transmitting side [4].

PROBLEM FORMULATION

In the structure of the SAC monitoring
system of MRC means, the main place is
occupied by the subsystem of radio receiving
devices (RRD), which solves the problem of
signal detection in the frequency-time domain
by cyclic procedures with one or more detection
stages, implementing methods of sequential-
parallel search and detection of signals. As an
example, we can cite the mobile radio
monitoring SAC MMS-02, which has the
following technical characteristics [3]: radio
frequency band: 30 MHz - 3000 MHz;
sensitivity - not less than 0 dBuV/m (1 pV/m);
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dynamic range - not less than 75 dB; maximum
panoramic viewing speed - not less than 300
MHz/s; level measurement uncertainty - not
more than 3 dB; frequency measurement
accuracy - not less than 10-6.

The cyclic procedure for searching for
MRC signals in the frequency domain with one
degree of detection is described in [7]: the radio
receiving device of the SAC is tuned to the
frequency of a certain channel (1, 2, ..., N),
where a decision is made on the presence or
absence of a signal during a given analysis time
t« = const. In the absence of a signal, the
receiver is tuned to the frequency of the next
channel, and so on. When the last channel is
reached, the radio is tuned to the frequency of
the first channel and the search starts again.
However, as practice shows, the signal may
disappear during the time t., for analysing N
channels or appear when it is detected. At the
same time, the moments of its appearance or
disappearance may not coincide with the start
or end of the RM of this channel. In addition, a
signal in a channel may appear in the previous
cycle of viewing the RPF of N channels. That
is, there is a need to analyse the state and
mathematically describe the signal search
subsystem not only in the frequency but also in
the time domain. At the same time, this
procedure for searching for MRC signals in the
frequency domain with one degree of detection,
given in [7], was chosen by the authors of the
article as a prototype. However, the analysis of
the chosen prototype shows that the probability
of successful completion of the search for a
signal with one degree of detection in the
frequency-time domain for a given time
depends on the value of the signal duration .,
the number of analysed frequency channels N,
the time of signal analysis in each channel #,
and the probabilities of the first F and second
kind of errors D. Of these values, only the
signal analysis time in each channel can
actually be changed. That is, in order to increase
the probability of successful completion of the
signal search and reduce its time, it is necessary
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to reduce the signal analysis time #; in each
channel. For this purpose, we can propose the
use of a cyclic procedure for searching for RSI
signals with two (several) detection stages and
different analysis times at each stage.

GOAL STATEMENT

The purpose and main content of the article
is to describe a mathematical model of single-
channel search for signals of mobile radio
communications with two degrees of detection
in the frequency-time domain. That is, the
object of research in the article is the process of
radio monitoring of radio emission sources of
telecommunication networks and systems, and
the subject of research is a mathematical model
of single-channel signal search for mobile radio
communications with two degrees of detection
in the frequency-time domain. The application
of the mathematical model in practice will
make it possible to increase the efficiency of
detecting the spectral components of radio
signals and evaluate the procedure for searching
for signals of MRC means in terms of speed,
detection accuracy and recognition probability
with further determination of their information
content. It will also give an impetus to the
further development of new and improvement
of existing technical means of RFM, further
development  of the  scientific  and
methodological apparatus for assessing their
effectiveness, software and algorithmic support
and practical implementation.

MAIN PART

The cyclic procedure for searching for
mobile radio communication (MRC) signals in
the frequency-time domain with one degree of
detection  (prototype) is  schematically
presented in the form of a directed probability
graph (Fig. 1) and, using the theory of directed
probability graphs, is described mathematically

[7].
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Fig. 1. Graph of the cyclic procedure of a single-channel search with one degree of detection

Here, the graph nodes represent possible
states of the search subsystem: S is the initial
state; H(s) is the absorption state corresponding
to the successful completion of the signal
search (correct recognition); F(s) is the
absorption state corresponding to the false
recognition of the signal. Graph edges represent
possible transitions of the system from one state
to another. Each edge of the graph has weights
determined by (1), which take into account the
probability of transition in one step from the
state from which the edge leaves to the state it
enters and the time spent in the corresponding
state:

d(s)=De 2%, d(s)=(@—D)e =%;

(1)
fq(s)= qu_tas, fa(s)=@Q—Fq Yo tas,
And as given in [7], the probability of
successful completion of the search for a given
time with one degree of detection in the
frequency-time domain is defined as:

R ) P [ELE S

7, + Nt,
) (@—F YOl (Nn+ N —i+1) 1,
)
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where F is the probability of false detection
(first-order error) when analysing a cell with
number N that does not contain a signal;
D - the probability of missing a signal (second-
N);
h(x) - the Heaviside function;
t« - the time of analysis of one cell;
7. - the duration of the input signal.

However, as practice shows, during the time
t for analysing N channels, the signal may
disappear or appear when it is detected. At the
same time, the moments of its appearance or
disappearance may not coincide with the
moments of the beginning or end of the RM of
this channel. In addition, a signal in a channel
may appear in the previous cycle of viewing the
MRC RRD of N channels. Also, analysing the
above dependencies (2), we can conclude that
to increase the probability of successful
completion of the signal search and reduce its
time, it is necessary to reduce the signal
analysis time ta in each channel. For this
purpose, we can propose the use of a cyclic
procedure for searching for RSI signals with
two stages of detection and different analysis
times at each stage.
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Fig. 2. Graph of a cyclic single-channel search
procedure with two detection stages

In accordance with the above procedure of
single-channel search with one detection stage
(Fig. 1) and the description of the system state
(2) for RM with two detection stages, we
constructed (by analogy with [7]) a directed
probability graph, which is schematically
shown in Fig. 2.

As can be seen from Fig. 2, the first stage
detects a signal in each of the N analysed
channels within the time #,1, which is less than
the analysis time when searching with one stage
of detection. If a signal is detected, the second
stage is activated within the time 7,2, which is
equal to the signal analysis time in a single-
stage search. If a false signal detection occurs
(first-order error F occurs) at the first stage, the
search subsystem detects its own error during
time 7,2 and continues searching in the previous
direction until it reaches the channel matching
with the signal. If a signal is missed, a new
search cycle begins. Thus, one of the conditions
for a two-detection search is the inequality
(taitt2). The search for a signal can be
completed either on the first cycle (when the
search area is first viewed) or after some
random number of cycles, and the duration of
each cycle i1s a random variable due to the
uncertain time spent on signal analysis. The
time taken to analyse the signal in the i-th
channel can have two values: t,1 and (t.1+222),
respectively.

To search for MRC signals with two stages
of detection, scanning DUTs can be used. That
is, at the first stage, it is necessary to search for
signals whose level exceeds a given detection
threshold value (input signal level), and at the
second stage, analyse only these signals. This
approach is effective if some search channels
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do not contain any signal due to the limited
analysis time at the first stage of detection. This
situation can occur in the operation of an MRC
with a dedicated or distributed control channel.

For the mathematical description of the
above procedure, we will use the rules of graph
transformation [8], and then the expressions for
the functions of transition of the graph from the
initial state S to the absorbing state H, which
corresponds to the successful completion of the
search (correct recognition), will be as follows:

d,(s)=De™*, d,(s)=(-D,)e™*
dz(s): D™, d, (S): (1-D,)e™

fu(s)=Fue™, fu(s)=@-Fye™

Fy1, F are the probabilities of the first kind of
error (false detection) when analysing a cell
with number ¢ (¢=1, 2,..., N-1) that does not
contain a signal at the first and second detection
stages;

D1, D> - probability of the second type of error
(signal miss) when analysing a cell with
number N at the first and second detection
stages, P; is the probability of starting viewing
from the i-th cell (i=1, 2,..., N). Assuming that
the search subsystem uses the same type of
RRD and with a uniform distribution of signal
occurrence moments within the search area,
after providing H(s) in the form of a geometric
series and performing the inverse Laplace
transform P/p(t) = L' {H(s)/s}, [8,9] (as in the
case of search with one detection stage), the
expression for the probability of successful
completion of the search for a given time in the
frequency domain with two stages will be as
follows:

n

P ( %iiZC (1-D,)1- D,)Df[@-D,)D, "™

=1 n=0 k=0

(NN ] (N-1)n+(N-1)-q
X C(N—l)n+(N—i)(1_ Fl) [Fl(l_ F, )] X

q=0
xh[t =ty (Nn+N —i+1)—

—to(Nn+N—i—q—k+1)] @
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ni
ki(n—k)!
To calculate this probability, it is necessary in

(4) for each i to sum all the components with
indices n, q, k that satisfy the inequalities:

where CF =

tia(Nn+ N —i+1)+ @)
+t(Nn+N—i—g-—k+1)<t

As with the search for MRC signals with one
detection stage, it is necessary to take into
account, along with the frequency coincidence,
the time coincidence in one channel of the
desired signal and the RRD.

The description of the state of the single-
channel subsystem for searching for MRC
signals with two detection stages in the time
domain is similar to the case of searching for
signals in the time domain with one stage [7].
The peculiarity is that the duration of each
search cycle will be a random variable due to
the uncertainty of the time spent on signal
analysis in each channel.

The time spent analysing a signal in one
channel can also have two values: tal - in the
case when only the first stage is involved, and
(tat+ta2) - in the case when two detection stages
are involved. The transition from the first to the
second stage occurs with probability F; when
analysing an empty channel or with probability
P =(1-D;)when analysing a channel that holds
a signal. With this in mind, the time of one
search cycle T is defined as

T=t,N+t,1-D,+(N-1)F) (5)

To calculate the probability of meeting an
RRD and a signal during the analysis of N
channels, we use the basic provisions of the
theory of geometric probabilities similar to the
case of a search with a single detection stage
[7]. Then the time of signal analysis in one
channel #, in this case is a random variable, the
average value of which, taking into account (6),
will be determined by the expression:

1-D, +(N -1)F, (6)
N

T
ta :ﬁ:tal_'_taz
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To calculate the probability of meeting an
RRD and a signal during the analysis of N
channels, we use the basic provisions of the
theory of geometric probabilities similar to the
case of a search with a single detection stage
[7]. Then the time of signal analysis in one
channel ¢, in this case is a random variable, the
average value of which, taking into account (6),
will be determined by the expression:

1-D, +(N -1)F, 7
N

T
ta :W:tal_'_taz

Taking into account (7), the expression for
calculating the probability of successful
completion of a search with two stages in the
time domain in one viewing cycle can be
written as follows:

pt — N(Tc _tal)_taZ(l_ Dl +(N _1)F1) (8)
N[z, + Nt,, +t,,(1— D, +(N —1)F,)]

The fact of simultaneous signal detection in
the frequency and time domains of the search
can be considered as independent random
events. In this case, taking into account (4), the
expression for determining the probability of
successful completion of the search for a given
time in the frequency-time domain with two
degrees of detection takes the form:

Py )= LMD $ 5000 oy ey

i=1 n=0 k=0

<[1-D, )R- @-D, )Ry (9)

(N-L)n+(N—i) )
x C(qN—l)nJr(N—i)(l_ Fl)q [Fl(l_ Fz )](Nil)rH(NilH x

q=0

xh[t—t,(Nn+N—i+1)—t,(Nn+N—i—q—k+1)]

To calculate this probability, it is necessary
for each i to sum up all the components with
indices n, g, k that Table 1 - Probabilities of
successful completion of the search for a given
time

According to the obtained relations (2) and
(9), we calculated the dependences of the
probability of successful completion of the
search for a given time in the frequency-time
domain on the search time for the case with one
and two degrees of detection (Fig.3).

15



Mathematics and statistics

Graph

— 1lcTyn

— 2cTYyn
0.8

0.6

0.4 1

0.2 1

0.2 0.4 0.6 0.8 1.0 12 14
tc

Fig. 3. Probabilities of successful completion of
the search for a given time

When calculating these dependencies, the
following were taken into account t.=100 wmc,
F1= F>= F3=0,001, N = 8, the analysis time at
each subsequent detection stage is 3 times
longer than at the previous one. The total signal
analysis time at all detection stages is ta = 40
ms. The probability of a signal miss at the last
stage is assumed to be P = 0.1. The probability
of signal miss at the previous stages was
determined by the Neumann-Pearson criterion
[8,9] at the given values of the probability of
false detection. It was taken into account that
the detection parameter (signal-to-noise ratio)
is inversely proportional to the duration of
signal analysis [10], and the signal is detected
with random amplitude and phase.

The analysis of the obtained numerical
values shows that to increase the efficiency of
signal search, it is advisable to use cyclic search
procedures with two (several) detection stages.
At the same time, the introduction of the second
stage makes it possible to increase the
probability of successful completion of the
search for a given time by an average of (2 -
2.5) times compared to the search with one
detection stage, but the value of the probability
of successful completion of the search increases
slowly. To increase the probability of successful
completion of the signal search and reduce its
time, it is necessary to reduce the time of signal
analysis ta in each channel. For this purpose, it
is possible to propose the use of a cyclic
procedure for searching for RMS signals with
several (more than two) detection stages and
different analysis times at each stage. However,
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these issues are beyond the scope of this article
and can be considered separately.

CONCLUSIONS

1. The developed mathematical model of
single-channel search for signals of mobile
radio communications with two degrees of
detection in the frequency-time domain makes
it possible to calculate the probability of
meeting an RRD and a signal during the
analysis of NV channels, i.e., during one viewing
cycle mepernsiny 7= t, N, provided that the
duration of the searched signal tc is not less
than the analysis time of one channel 1.> #,.

2. The probability of successful completion
of the search for a signal with two degrees of
detection in the time-frequency domain for a
given time depends on the value of the signal
duration 1., the number of analysed frequency
channels AV, the time of signal analysis in each
channel #,, and the probabilities of the first type
of error F' and the second type of error D.

3. The time spent on signal analysis in one
channel can have two values: 7,1 - in the case
when only the first stage is involved, and
(ta1+ta2) —1in the case when two detection stages
are involved. The transition from the first to the
second stage occurs with probability /1 when
analysing an empty channel or with probability
P = (1 - Di) when analysing a channel
containing a signal.

4. The application of a mathematical model
of single-channel search for signals of mobile
radio communication means with two degrees
of detection in the frequency-time domain in
practice will make it possible to increase the
efficiency of evaluating the spectral
components of radio signals in terms of
performance,  detection accuracy  and
probability of recognition of mobile radio
communication means (see Fig. 3 ) with the
subsequent determination of their information
content.

5. The direction of further development of
scientific research in this subject area can be
considered the analysis of the use of a cyclic
procedure for searching RMS signals with
several stages of detection (multi-stage
detection) and different times at each stage of
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detection and the synthesis of devices for
practical implementation.
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MarteMaTHYHA MOJIEJIb OJTHOKAHAJILHOTO
NMOLIYKY CHUTHAJIB 3 ABOMA CTYNEeHAMH
BUSIBJICHHS IPH Paio4acTOTHOMY MOHITOPHHTY
TeJIeKOMYHIiKAlIiTHUX CHUCTeM MOOLILHOIO
3B’ 513Ky

Anamoniii Inonuyvxuii, Onee L{yxanos,
Onexcandp Cumonenko

AHoTtaunis. Ha cporomni TexHiuHI 3aco0u
panionepexornyeHHs, MOHITOPUHTY Ta
MIEJICHTYBaHHS B MEPEXKaX PyXOMOTO Pajio3B'sI3Ky
peati3yloTeCsi y BHIISAI TPOTpPaMHO-armapaTHUX

KOMIUIEKCIB, HAWBAK/IUBIIIMMHM  IIOKa3HUKAMH
e(PeKTUBHOCTI SKMX BBXAKOTHCS IIBUIKOIIS,
TOYHICTH BUSIBIICHHS Ta BipOTiIHICTh

po3mi3HaBaHHS 3aCO0IB PyXOMOTO Paiio3B'sa3Ky 3 iX
iH(pOpMaIiTHIM HaNIOBHEHHSIM.

Pa3om 3 THM, 1l MUTaHHS BCE IIE 3aIUIMIAIOTHCS
mpoOeMHUMH 1 TOTpeOyloTh  MOJANBIIOTO
PO3BHUTKY METO/IB i 3ac00iB MOIIYKY Ta BUSBICHHS
CUTHAJIIB PYXOMHX 3ac00iB paio3B'si3Ky SK Yy
9acTOTHOMY, TaK 1 B YacOBOMY CEpeIOBHIIAX
TEJIEKOMYHIKallifHUX ~KaHaliB 3B'I3Ky Ta iX
iHpopMaIiitHOT 0OpOOKH.

ABTOpaMH  3alPONOHOBAHO  MAaTEMATHYHY
MOJIEITb TIOIIYKY CUTHAIIB MOOIJILHOTO palio3B'sI3Ky
B YaCTOTHO-4acoBill 00nacTi 3 ABOMa CTYIEHSIMH
BusiBNeHHS.  Onmc  MareMaTW4Hoi — Mojeni
BU3HAYCHHS CIIEKTPAIBHHUX CKJIaJOBUX CHTHANIB Y
YacTOTHIM Ta dYacoBid 00MacTIX BHUKOHAHO 3
BUKOPUCTAHHSM OCHOBHHUX IIOJOXKEHb  TEOpii
CIPSIMOBaHUX rpadis HMOBIPHOCTEH,
TFEeOMETPUYHUX HMOBIpHOCTEH 3 1  BiIOMOIO
MpoOJIEMOI0  3yCTpiul Ha 3aJJaHOMy YacOBOMY
IHTEepBaJIi Ta TEOPETHYHHX OCHOB CTaTUCTUYHOI
00poOKu iHpopMarii.

IToka3aHo, IO 3acTOCYBaHHA MAaTE€MaTU4HOI
MOZieNi  OTHOKAHAIBHOTO  TIOIIYKYy  CHTHAIIB
PYXOMOTO  pPajio3B'si3Ky 3 JBOMa CTYNCHSIMH
BUSIBIICHHS B 4YacTOTHO-4acoBili o0Oiacti Ha
MPAKTHIN JTO3BOJUTh BU3HAYMTH SIKICTh IPOIECY
PaXIOMOHITOPUHTY Ta MiJIBUIINTH €(PEeKTHUBHICTH

OLIIHIOBAHHS CHEKTPATbHUX CKJIaJIOBUX
pajiocMrHajgiB  3a IOKa3HMKaMH  IIBHJIKOCTI,
TOYHOCTI BUSIBJICHHS Ta HMOBIpHOCTI
pO3Mi3HAaBaHHA  pPYXOMUX  panio3acobiB 3
MOJAIBIIINM BHU3HAUEHHSM 1X THPOPMATHBHOCTI.
Kurouosi cJI0Ba: PaniOMOHITOPHHI,

TEJIEKOMYHIKalliiiHi Mepexi, CUCTEMHU MOOITBHOTO
3B'SI3KY, IIOKa3HUKH €(EeKTHBHOCTI, IIBHIKICTD,
TOYHICTh BUSIBIICHHS, BIPOTiTHICTh pO3MTi3HABAHHS
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